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XR and
Simulation
are (Prolific)
Data
Generators!

The physical
world

Information layered Blend of real & digital
over physical world information

Fully virtual world
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Inferred Data

Exploring the Unprecedented Privacy
Risks of the Metaverse

Vivek Nair*
UC Berkeley
ven@berkeley.edu

Abstract—Thirty study participants playtested an innocent-
looking *‘escape room” game in virtual reality (VR). Behind the

B scenes, an adversarial program had accurately inferred over 25
(:J personal data attributes, from anthropometrics like height and
N’ wingspan to demographics like age and gender, within just a few
AN minutes of gameplay. As notoriously data-hungry companies be-
Jo— come iner i 1 i rolved in VR d 1 t this exneri tal

Gonzalo Munilla Garrido*
Technical University of Munich
gonzalo.munilla-garrido@tum.de

Dawn Song
UC Berkeley
dawnsong @berkeley.edu

possible pernicious intrusions into users’ most private activi-
ties [15]. Overall, the tendency is clear: each new technology
has gradually expanded the scope of data attributes accessible
to would-be attackers.

Virtual reality (VR) is well positioned to become a natural
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Fig. 4: Estimating handedness from behavior.

2D Location Data; Actual vs. Predicted Room Size
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Fig. 8: Estimating room size from geospatial telemetry.

Fig. 9: Estimating user location from network latency.

| Attribute | Type / Source | Precision | Accuracy | Attackers
Heisht Primary i 70% within 5 cm Privileged I-111
e Telemetry e 100% within 7 cm Non-Privileged®
1 A Primary Bisoles 647 for > 1 difference Privileged I-111
e am Telemetry o 100% for > 3 cm difference Non-Privileged*
. R Primary 967 within 0.5 mm (Vive Pro 2) 23
Interpupiliary Distance Telemetry Wk 87% within 0.5 mm (All Devices) Raviegen il
Wines Secondary I 86% within 7 cm Privileged I-111
. Telemetry e 100% within 12 cm Non-Privileged*®
Room Size Secondary 1 2 78% within 2 m” Privileged 1-111
> Telemetry 97% within 3 m? Non-Privileged*
0 . Primary 50% within 400 km R
Geolocation Network 100 km 90% within 500 km Privileged II-111
: N R Privileged I-11
HMD Refresh Rate Prux}m'\ 1 Hz 101‘)(.. \\'u!nu‘.i Hz Ip'll\l].q.:gd Attacker) Privilesed I11*
Device 81% wtihin 60 Hz (Unprivileged Attacker) | , A >
L Non-Privileged
Priviscs Privileged I-11
Controller Tracking Rate Der i‘:c' 1 Hz 100% within 2.5 Hz Privileged I11*
Non-Privileged®
5 N Primary S SATR s
Device Resolution (MP) Device. 0.1 MP 100% within 0.1 MP Privileged I-11
Primary Privileged I-11
Device FOV Doviaa 10° 100% within 10° Privileged IIT*
Non-Privileged*
4 s i Primary 0.1 GHz | CPU: 100% within 0.4 GHz e
Compuintional Power | Device 10 Mis | GPU: 100% within 20 Mvs e i
y g Secondary g oz Privileged I-111
R evice Device NA 1004 Non-Privileged®
Primary 2 o7+ Privileged I-111
Handedness Behavior boolesn 9% Non-Privileged
S Primary 5 70% (Hyperopia) Privileged I-111
Eyesight Behavior boolean | gy0; (Myopia) Non-Privileged
< . Primary ¥ o Privileged I-111
Color Blindness Behavior boolean 100% Non-Privileged
1 2 Primary boole: QR0 Privileged I-111
ADETA pes Behavior oocan 2RED Non-Privileged
2 o Primary i o7 Privileged I-111
Physical Fitness Behavior boolean W% Non-Privileged
Primary Privileged 1-11
Reaction Time Behavior 17 ms 88% Privileged IIT*
e Non-Privileged®
e 8170 within 1 point s
Acuity (MoCA) P”"_“u:\ 1 point 90% within 2 points P,m'k:‘,‘g -
Behavior 7 as 7 Non-Privileged
100% diagnostic accuracy
< Inferred p o7 Privileged I-111
s Classification o0 1A Non-Privileged
Inferred G ) Privileged I-111
Age Regression L 1002 w1 e Non-Privileged
Nl Inferred e o7 Privileged I-111
] Classification | c#tegorical | 1007% Non-Privileged
Inferred o epitss Privileged I-111
o cor 8
Income Regression $1k 100% within $25k Non-Privileged
dae. o : Inferred . o7 Privileged I-111
Disability Status Classification | Deolean | 1007 Non-Privileged

THINKE



XR Data Framework
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XR (Data) Standards
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“(Personal) Data is hard to

access, technology is ageing, and

processes and culture are not
suited to the information age.

A fractured ecosystem has
created the need for manual
workarounds and interventions
across the force

With many systems in play that
either speak different data
languages or are unable to

communicate at all, there is no

single view of data across the
Armed Forces.”

Agency and Agility:
Incentivising people
in a new era

A review of UK Armed Forces
incentivisation
by Rick Haythornthwaite

June 2023
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Call for Action — Collect Data!

“ ... Data analysis is essential for us to
understand how we change training in the future.

We need to be recording data in our training
systems far more radically than we currently are.

If we had for the last 20 years recorded every
single mission we've flown in a Typhoon
simulator we could now use Al to analyse that
data and think about for example how many times

7

IT2EC 2025 (Oslo)
AVM lan Townsend,

. . , Director of Training for
did the pilot make a particular manoeuvre? ... the UK RAF
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4 — Training Data Analytics anc
Standards

- Qur Mission -

STANDARDIZATION RECOMMANDATION
RECOMMENDATION DE NORMALISATION
STANREC 4815
NATO MODELLING AND PROFIL OTAN DE NORMES
SIMULATION STANDARDS POUR LA MODELISATION

PROFILE ET LA SIMULATION

EDITION/EDITION 2
6 SEPTEMBER/SEPTEMBRE 2021

I
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N %

I

NORTH ATLANTIC ORGANISATION DU TRAITE
TREATY ORGANIZATION DE L'ATLANTIQUE NORD

Published by Publite par
the NATO STANDARDIZATION OFFICE o BUREAU OTAN DE NORMALISATION
(NSO) (NSO)

L NATOIOTAN
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Uniting Human Data

Warfighter Digital
Twins
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XR Technology Standards
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(XR/Metaverse) Enterprise Standards Framework

Theme

3D Content

3D Worlds

Sim-Sim
Interoperability

Sim-Others
Interoperability

Networking

User Experience

Governance

Sub-Themes

Objects, Materials, Rendering

Geospatial, Human-Built,
Biomes

Models, Comms

Software, Hardware

Performance, Wireless, Security

Safety, UX, Performance
Tracking

Security, VV&A, Privacy, Ethics

Example Standards

glTF, OpenUSD, OpenPBR, MaterialX,
OpenFlight, Digital Twins

CDB, CityGML, 3D Tiles, BIM, ISO 19107, OGC
API - 3D GeoVolumes

HLA, DIS, DSEEP, SpaceFOM, TENA

Cyber DEM, C2-SIM, CIGI, UCATT, Link 11/16,
WebLVC, OpenXR, WebXR

5G/6G, WiFi 7, ISO/IEC 27033

ISO 45001, ISO/IEC 5927:2024, 1SO 25010,
xAPI, Caliper Analytics

ISO/IEC 27001, IEEE 1012, ISO/IEC 27701,
GDPR, IEEE 7000
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UK MoD
6 Data Rules

Ministry
of Defence

Data Strategy for Defence

Edition 1

* Exercise sovereignty over data, including
accountablility and ownership

e Standardise data across the Defence landscape

e Exploit data at the most effective and relevant
point in the value chain

e Secure digital data at creation, curation, when
handling, storing and transmitting

e Curate data, ensuring it is assured, discoverable
and interoperable

 Endure data as an asset beyond individual
projects
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XR Security
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Looking Forward
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Data Category

Sensor &
Tracking Data

Environmental
& Spatial Data

User State &
Biometric Data

Behavioural &
Usage Data

Content &
System Data

Al, Data and XR

Al Applications

Motion prediction, gaze-based rendering, gesture
recognition, avatar animation

Scene understanding, spatial mapping, occlusion
handling, environmental labeling

Adaptive interfaces, cognitive load estimation, stress
detection

Personalisation, usage analytics, experience
optimisation

Asset optimisation, adaptive streaming, intelligent
content delivery
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OpenAl
Sora
& Roblox

Text to
Video & 3D
Worlds
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The Metaverse Signifies the Trend

from 2D Digital Worlds to 3D Digital Worlds
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The Real World is 3 Dimensional (!)
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Seizing the 3D (Data) Future

Gy O

The Mirror Domain

The Learﬁing Arena

Shared Worlds
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Innovation

Rift Drone
(2014)

AR.Drone 2.0
Oculus Rift
Unity (f = 1 if -
Xbox 360 Controller o I —

Open-Source Software
https://github.com/daraosn/oculus-drone ' ¥ ) F | {
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Questions?

XR Data

A Strategic Asset

ndy Fawkes | Reality Reimagined Expo 2025
aaaaaaaaa , Dorset | 26 June 2025
andy.fawkes@thinke.co.uk
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