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“... let's wind the clock back 75 years ...

the defence sector owned the technical futures

.. if we wind forward to 2024 ...

commercial decisions by companies

now drive the future of technology across the board ..”
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A Long-Standing Curiosity in Military v Consumer Technology
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Developments in Artificial Intelligence -
Opportunities and Challenges for Military Modeling and Simulation
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ABSTRACT

One of the principal themes the NATO Science and Technology Organization (STO) is fostering in 2017 is
"Military Decision Making using the tools of Big Data and Artificial Intelligence (Al)”. Simulation might
play a significant role to play in these developments as it can act as a testbed for such concepts and support
the military decision makers in future operations that are enhanced by Al Simulation is already making a
significant impact in the development of Al outside of the defence sector. Companies such as DeepMind
and Nvidia are using computer games and simulations to “train” Al and autonomous systems, analogous
to humans training in simulations. The rate of progress is high, driven by increases in computing power,

availability of data and improved algorithms. Al can now “beat” humans at many computer and board
games and is moving towards tackling more strategic games that have parallels with military C2. If such
developments translate into the defence sphere then we could foresee humans and autonomous systems
training in the same simulation systems, both separately and together, and the Al in the autonomous system
being the same as that in the simulation. As autonomous systems proliferate across the nations, M&S
technology and techniques might be used to improve the interoperability of autonomous systems. To
maximise such synergies, it will be essential that NATO embraces all communities that have an interest in
AL Assessing the risks of potential adversary’s use of Al and commercial autonomous systems is also
necessary. Despite recent advances, Al development still faces significant technological and ethical

challenges and these must be monitored and addressed as necessary.

1.0 CONTEXT

Artificial Intelligence or Al is a technology or concept that has developed over many decades and
periodically becomes mainstream news. In the latter half of the 2010s this is still very much the case with
regular forecasts of its impact on society, jobs and the world economy. Some of these predictions appear to
be nearing reality and Al devices are even entering the home. Al also has the potential to influence and
sometimes disrupt the ways that companies and organisations operate and Al-based technology revolutions
are anticipated. Al also has enduring impact on media and culture and like much technology it can be

considered to have beneficial and harmful uses and its impact has and will have political and ethical
implications.

Over the decades many Al predictions have come true to some degree but in some c:
partially. Good examples of this are to be found in transport where pas
levels of automation but society remains some way off from accepting pilotless passenger aircraft. For
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Technologies
for Training &
Simulation

Defence to
Commercial
Tipping
Points?

Specialised to
Ubiquitous

Commercial

Technology Year Development
Simulation Software 2007 | Bohemia’s VBS2
eXtended Reality XR 2013 | Oculus Rift
Simulation Graphics 2022 | Unreal Engine
Drones 2022 | (Ukraine War)
Artificial intelligence 2022 | ChatGPT

3D Interoperability 2023 | OpenUSD

Standards
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*Where we are:
°Increased competition with adversaries
leveraging the same technologies
Growing dependency on external

providers
LI e [iIE&]  .Need for interoperability with existing
#1 of 2 defence infrastructure

*Acquisition systems focused on “big
ticket” projects

*Ethical, security, and reliability
concerns

*Defence still a relatively small market?
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Thoughts

#2 of 2

*Way Forward?

°Invest in focused military R&D to address
unique needs

*Build innovation pipelines with tech
companies to ensure continuous
capability evolution

*Prioritise interoperability using open
standards

*Develop ethical guidelines for emerging
technologies and supporting data

*Help educate the workforce on emerging
technologies and support
warfighter-driven innovation
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