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Information Wartfare

Information warfare is the
battlespace use and
management of information
and communication technology
in pursuit of a competitive
advantage over an opponent
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Information Warfare

 The Royal Navy must mobilise,
modernise and transform to stay
ahead of emerging threats

* Itis not just about the equipment; our
thinking and how we conduct
operations in a digital world must also
change to keep pace, to adapt and to
succeed

* More specifically, it’s about
embedding the concept of Information
Warfare in the psyche of the Naval
Service at large

RN Website
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Integrated Action (2016)

A unifying doctrine that requires commanders to:

.  to identify the desired outcome

. to consider all the audiences relevant to attaining
the outcome

1
2
3. to analyse the effects required on the relevant
4

audience and then

. to determine the best mix of capabilities, from soft
through to hard power, to achieve the outcome

Audience. All the groups and individual

Audiences : . ,
people whose perception and interpretation
of events and subsequent behaviour contribute
to the success or otherwise of military action
Actors Actors. A group or person that

takes action or directly
exerts influence

Adversary. A group or person that
seeks to prevent us from achieving
our objectives

g W : B Ok
Enemy. A group or person that seeks ¢ : g \\ ' \ P :
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to defeat us through armed lethal means B ni S ~Ralahieeesiabi, - | e

Adversaries

Enemies -
Land Warfare Development Centre Army Doctrine Publication AC 71940
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 Thoughts on Information Warfare

e The Modern Sailor

o | | Presentation
* Training & Simulation Trends

Overview

e A More Autonomous Future?

* Innovation
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Information Warfare 100 years ago... Big Data

* Velocity - UK RFC 1st Wing No 2 Squadron 10 June 1916
— 7:50am - aerial photograph taken
— 8:10am - machine landed
— 8:32am - finished print despatched to 1st Corps
— 8:39am - received at 1st Corps

 Volume - A few hundred aerial photographs had been taken during the opening
Six mﬁnths of the war, by 1918 well over five million were produced in just nine
months

0
V4
.
1
-

UK National Archives



0
V4
.
1
-

A Wake Up Calli

D/CDS 3/6/1

16 May 2007

INQUIRY INTO THE APPREHENSION OF 15 RN/RM PERSONNEL FROM
HMS CORNWALL N 23 MAR 07 - OPE \ DEACON

INTRODUCTION

1. At 0445Z on 23 March 2007 a team of 15 RN/RM personnel departed HMS
CORNWALL in 2 Rigid Hulled Inflatable Boats (RHIB) to conduct a boarding
operation of a merchant vessel in the North Arabian Gulf (NAG). During this
operation the boarding team was intercepted and apprehended by men of the Iranian
Revolutionary Guard Corp Navy (IRGCN) in gunboats. The RN/RM personnel were
released on 4 April 2007 and returned to UK.

The Push and Pull of Intelligence. As the use of web based systems to post

intelligence to be sought and ‘pulled’ by users becomes the norm, we will
have to train our people accordingly. There is a real danger of missing
important information amongst the mass available, because ‘we don’t know
how much we don’t know’ and because we don’t know whether we have the
most up to date information. The commander owns the intelligence

requirement and must ensure that he has the systems and processes in place to
fulfil his needs. '

2015 FOIA request




Importance of Human Factors (2017)

USS Fitzgerald USS John S. McCain

“distraction and incomplete “overly complex touchscreen
radar information” system used for throttle control

and training deficiencies”
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Boeing 737 MAX

How the MCAS (Maneuvering Characteristics

Augmentation System) works on the 737 MAX
1. The angle-of-attack sensor ..the MCAS activates.
a-Ilgns itself with oncoming alrﬂo(;/v. ‘ 3. MCAS automatically swivels
—, oo the horizontal tail to lift the
LINCAN S plane’s tail while moving
#« — ' the nose down.
Level ——> The angle of attack is the N enre
flight angle between the wing
and the airflow. A
Flight Report Lion Air Flight 610 R m— :
G) Source: Komite Nasional Keselamatan Transportasi Republic of Indonesia . b 'S sent to the ﬂ'ght Computer. Horizontal
S : tail
M = . a®> P N
L O & =0l '
- ol \ e bl '
7 - sy .
— If the angle rises Sources: Boeing, FAA, Indonesia National Transportation
I Nose‘up/' too high, suggesting Safety Committee, Leeham.net, and The Air Current
- t Reporting by DOMINIC GATES,
|_ flight an approachlng stall .. Graphic by MARK NOWLIN / THE SEATTLE TIMES




10 Jan cU19

| Damage to Oil/Gas Infrastructure at Abgaiq i =
15Sep 10 | e N R
V_ = : — 7 pol f impact

on key infrastructure

R\

d2CNBC SEARCH QUOTES Q

= MARKETS BUSINESS INVESTING TECH POLITICS CNBC TV

POLITICS

How Saudi Arabia failed to protect
itself from drone and missile
attacks despite billions spent on
defense systems

PUBLISHED THU, SEP 19 2019 + 4:54 AM EDT | UPDATED MON, SEP 23 2019 . 6:35 AM EDT

ﬁ Natasha Turak
SNATASHATURAK siare W in N e

KEY ® Saudi Arabia in 2018 spent an estimated $67.6 billion on arms
POINTS — second only to the U.S. and China.
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The Modern Sailor




Sailors of the Future?

* Who will they be?

y * What will they do?

* Where will they be?
* How will they train?

e Will we need them?
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RN Age Distribution

UK REGULAR FORCES BY AGE

Full-time trained and untrained personnel, at 1 April 2018

Army Naval RAF All
Service Service Service services
[ J

Under 18-24 21,720 7,440 5,530 34,710
0 0 e ' S Under 18 1,630 230 160 2,030
18-24 20,090 7,210 5,370 32,680
25-34 34,770 13,550 13,220 61,530
25-29 19,250 7,540 6,830 33,610
30-34 15,520 6,010 6,390 27,920
O 35-44 19,640 7,490 9,330 36,470
a n O 35-39 12,760 4,650 5,790 23,210
40-44 6,880 2,840 3,540 3,260
45 and over 4,970 4,010 4,860 13,850
45-49 3,270 2,360 2,790 8,42(
50-54 1,510 1,390 1,740 4,64(
55-59 190 250 330 77

60 and over ~ 10 ~
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UK Defence Personnel Statistics - CBP7930, 12 June 2018



“Digital Native”

generally considered a person
born in the 1980s and after
growing up in the digital age with
day to day access to computers,
games, Internet, etc.

Broadly, 2/3™s of the RN now are
Digital Natives and 90% by 2030

THINKE



What’s Next?

Al Native?
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UK Children aged 12 = GBAINGES
to 15 spend 12.2

hours a week

gaming in 2017

"vnun ARMY NEEDS

and 11 to 64 year-olds Y@
8.9 hours AND YOUR DRIVE

EEEEEEEEEEEEEEEEEE
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SEARCHILIIRIES ARMY
BE THE BEST
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Air Chief Marshal Wailoni -
] . HailOnline
S ' r Ste p h e n H ' l l ' e r Home “.',Z‘ff"f.:: U.S. | Sport | TV&Showbiz | Australia | Femail | Health | Science | Money | V.|dco | Travel | DailyMail TV
J a n 1 8 Join the RAF for the real thing, Xbox
teenagers are told: Head of the air .
“teenagers playing on o et e oy crserdiaionss:

« Air Chief Marshal Sir Stephen Hillier wants more young people to join the RAF

th e i r x b ox at h O m e S h o u | d . The service will be celebrating their 100th anniversary with events this year

« Among the major events planned is a flypast along the Mall before the Queen

« RAF chiefs hope a display of military might could provide a boost to recruitment

take their gaming to the R

PUBLISHED: ( ’018 | UPDATED:

° ° y
next level and join the FERACGE e =[F 387 2194
Teenagers playing on their Xbox at home should take their gaming to the next level

R A F to o p e rate re a I and join the RAF to operate real drones, the head of the air force said yesterday.

Air Chief Marshal Sir Stephen Hillier said the RAF’s next 100 years will see a huge
shift towards unmanned flying machines as he outlined plans for centenary

drones”
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Training &

Simulation
Trends
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What is Simulation?

* Humans Inside or Outside

* Runs in Real or Non-Real Time
e Some Systems have Order

e Some Systems are Chaotic

e Some are Random




UK Met Office Weather Forecasting

Accuracy of PMSL forecast (in days) comparedto
baseline of 1-day forecastin 1980

Forecast Period in Days
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No battle plan
withstands
contact with the
enemy

“All but war is
simulation”’
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Black Swans (from a European Perspective)

Before 1697

The challenge of modelling and simulating
a world with unknowns
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Why Training Simulation?

" #SatCom

IEE Interrogations
S Tranispondars:

HE&“ming’ '-‘:'"‘“
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B Weapons System.
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Weather Independent Release Platforms Environmental Benefits




Simulation

Categories
(LVC) E
Y
Equipment
auip 8 Virtual Constructive
®
S
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0 Real Simulated
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Simulation Now - Land, Sea, Air, Anywhere
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Military Access to Simulation
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100’s ¢
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Live & Simulation Based Training

I I I 1
X Y Y4

Training Type

Live

Simulation
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Maritime Composite Training System
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VR RHIB Simulator

RN working with Novatech, the
University of Portsmouth, and
Bohemia Interactive Simulations

3-DoF simulator chair
Replica control console
Gaming style steering wheel
Oculus Rift headset

VBS3 Software




HMS Queen Elizabeth Flight Deck Training
RNAS Culdrose

\ I 577 17 [t
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Some Technologies of Interest for
Training



Extended Reality - XR

: Augmented Mixed Virtual
Reality : : :
Reality Reality Readlity
The real Information Blend of real & Fully virtual
world layered over digital information world
vision to enhance reality
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US “Rotary Wing Next”

 Redesigned course using VR
cut 28 week programme by 6
weeks, with aim to reduce to
14 weeks
— 38 Hours VR Training (+38 Hrs)
— 20 Hours Simulator Training
— 67 Hours Live Flying (-18 Hrs)

« Emphasis on training crew
communications, checklists
and start-up procedures
before getting in the cockpit

=  STARSw#STRIPES.

By JAMES BOLINGER | STARS AND STRIPES
Published: October 17, 2019

Virtual reality-heavy course speeds
up Air Force helicopter pilot
training by six weeks

Home News U.S.

Air Force officers pose with a TH-1H helicopter at Fort Rucker, Ala., Oct. 10, 2019, after

graduating from a pilot training program that tested virtual reality simulators and a new,
shorter curriculum. They are, from left, 2nd Lt. Trent Badger, 2nd Lt. J. Karl Bossard, 1st Lt.
Matthew Gulotta, 2nd Lt. John Thrash, Capt. Josh Park and 2nd Lt. Richard Songster.
BRIAN BRADEN/U.S. AIR FORCE



Virtual Reality in Land Training Pilot
Q1 2019

 The aim was to identify how Virtual Reality technology
might support future Army Team/Collective Training

30+ Trainees in VR
e Direct military involvement in the Pilot
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The “Training Audience”
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Teamwork Effectiveness Training

* Leadership - character, knowledge and action that inspires

e Situation Awareness — shared mental model of team
situation

 Decision Making — team collectively makes a choice

e Communication - right information, right people, right time

e Co-operation — team goals over individual’s
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in Virtual
Simulation
you look at
the Virtual
World,

in VR, you
are in it
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