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Information Warfare

Information warfare is the 
battlespace use and 
management of  information 
and communication technology 
in pursuit of  a competitive 
advantage over an opponent

Wikipedia



Information Warfare
• The Royal Navy must mobilise, 

modernise and transform to stay 
ahead of  emerging threats

• It is not just about the equipment; our 
thinking and how we conduct 
operations in a digital world must also 
change to keep pace, to adapt and to 
succeed

• More specifically, it’s about 
embedding the concept of  Information 
Warfare in the psyche of  the Naval 
Service at large

RN Website



Integrated Action (2016)
A unifying doctrine that requires commanders to:

1. to identify the desired outcome
2. to consider all the audiences relevant to attaining 

the outcome
3. to analyse the effects required on the relevant 

audience and then 
4. to determine the best mix of  capabilities, from soft 

through to hard power, to achieve the outcome
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Humans and 
Information 

Warfare



Information Warfare 100 years ago… Big Data

• Velocity - UK RFC 1st Wing No 2 Squadron 10 June 1916
– 7:50am – aerial photograph taken
– 8:10am – machine landed
– 8:32am – finished print despatched to 1st Corps
– 8:39am – received at 1st Corps

• Volume - A few hundred aerial photographs had been taken during the opening 
six months of  the war, by 1918 well over five million were produced in just nine 
months

UK National Archives



A Wake Up Call

2015 FOIA request



Importance of  Human Factors (2017)

USS Fitzgerald

“distraction and incomplete 
radar information”

CNN

USS John S. McCain

“overly complex touchscreen 
system used for throttle control 

and training deficiencies”



Boeing 737 MAX

Ethiopian 
Airlines Flight 

302
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The Modern Sailor



Sailors of  the Future?

• Who will they be?

• What will they do?

• Where will they be?

• How will they train?

• Will we need them?



RN Age Distribution

50% of the RN is < 30
 

and 80% < 40

UK Defence Personnel Statistics - CBP7930, 12 June 2018



“Digital Native”
generally considered a person 

born in the 1980s and after  
growing up in the digital age with 
day to day access to computers, 

games, Internet, etc.

Broadly, 2/3rds of  the RN now are 
Digital Natives and 90% by 2030 

Oxford Dictionary – Flikr/cwasteson



What’s Next?

Digital Native

Pixabay/YouTube

Digital Native                    AI Native?



UK Children aged 12 
to 15 spend 12.2 

hours a week 
gaming in 2017

and 11 to 64 year-olds
8.9 hours

UKIE



“teenagers playing on 
their Xbox at home should 
take their gaming to the 
next level and join the 
RAF to operate real 

drones”

 Air Chief  Marshal 
Sir Stephen Hillier

Jan 18





Training & 
Simulation 

Trends



• Humans Inside or Outside

• Runs in Real or Non-Real Time

• Some Systems have Order

• Some Systems are Chaotic

• Some are Random

What is Simulation?



UK Met Office Weather Forecasting



The nature of warfare

War is chaotic

No battle plan 
withstands 

contact with the 
enemy

“All but war is 
simulation”



Before 1697

Black Swans (from a European Perspective)

After 1697

The challenge of  modelling and simulating 
a world with unknowns



Why Training Simulation?

Safer Saves Money Security Controlled 

Weather Independent Release Platforms Environmental Benefits
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Simulation Now - Land, Sea, Air, Anywhere





Military Access to Simulation
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Live & Simulation Based Training

Training Type 
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Simulation 

Live 



Maritime Composite Training System

BAE Systems



VR RHIB Simulator 
• RN working with Novatech, the 

University of  Portsmouth, and 
Bohemia Interactive Simulations

• 3-DoF simulator chair
• Replica control console
• Gaming style steering wheel
• Oculus Rift headset
• VBS3 Software



HMS Queen Elizabeth Flight Deck Training
RNAS Culdrose



Some Technologies of  Interest for 
Training



Extended Reality - XR

The real 
world

Reality Augmented 
Reality

Mixed 
Reality

Virtual 
Reality

Information 
layered over 

vision

Blend of real & 
digital information 
to enhance reality

Fully virtual 
world 



UK Parachute Training - VR in Use
(RAF Brize Norton - 2011)

Pennant/Forces TV



US “Rotary Wing Next”

• Redesigned course using VR 
cut 28 week programme by 6 
weeks, with aim to reduce to 
14 weeks
– 38 Hours VR Training (+38 Hrs)
– 20 Hours Simulator Training
– 67 Hours Live Flying (-18 Hrs)

• Emphasis on training crew 
communications, checklists 
and start-up procedures 
before getting in the cockpit



Virtual Reality in Land Training Pilot
Q1 2019

• The aim was to identify how Virtual Reality technology 
might support future Army Team/Collective Training

• 30+ Trainees in VR
• Direct military involvement in the Pilot



The “Training Audience”
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Teamwork Effectiveness Training

• Leadership – character, knowledge and action that inspires

• Situation Awareness – shared mental model of  team 
situation

• Decision Making – team collectively makes a choice

• Communication – right information, right people, right time

• Co-operation – team goals over individual’s





in Virtual 
Simulation 
you look at 
the Virtual 

World,

in VR, you 
are in it


