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Information Warfare 100 years ago…

• Velocity - UK RFC 1st Wing No 2 Squadron 10 June 1916
– 7:50am – aerial photograph taken
– 8:10am – machine landed
– 8:32am – finished print despatched to 1st Corps
– 8:39am – received at 1st Corps

• Volume - A few hundred aerial photographs had been taken during the opening six 
months of  the war, by 1918 well over five million were produced in just nine months

UK National Archives



Importance of  Human Factors

USS Fitzgerald
(2017)

CNN

USS John S. McCain
(2017)



Importance of  
Human Factors

2015 FOIA request



“Submarine: Steel Boats - Iron Men” (1989)

The Hoffman Collection



Sailors of  the Future?

• Who will they be?

• What will they do?

• Where will they be?

• How will they train?

• Will we need them?
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The Modern Sailor



RN Age Distribution - 2018

46% of the RN is ≤ 29
 

and 79% ≤ 39

UK Defence Personnel Statistics - CBP7930, 12 June 2018



“Digital Native”
generally considered a person 

born in the 1980s and after  
growing up in the digital age with 
day to day access to computers, 

games, Internet, etc.

Broadly, 2/3rds of  the RN now are 
Digital Natives and 90% by 2030 

Oxford Dictionary – Flikr/cwasteson



UK Children aged 12 to 15 
spend 12.2 hours a week 

gaming in 2017

and 11 to 64 year-olds
8.9 hours

UKIE



“teenagers playing on 
their Xbox at home 

should take their gaming 
to the next level and join 
the RAF to operate real 

drones”

 Air Chief  Marshal 
Sir Stephen Hillier

Jan 18



What’s Next?

Digital Native

Pixabay/YouTube

Digital Native                    AI Native?



Employee 
Power?

ratings and reviews of  
over 600,000 companies 

worldwide



Training & Simulation Developments





Digital Classroom



• Humans Inside or Outside

• Runs in Real or Non-Real Time

• Some Systems have Order

• Some Systems are Chaotic

• Some are Random

What is Simulation?



UK Met Office Weather Forecasting (2017)



The nature of warfare

War is chaotic

No battle plan 
withstands 

contact with the 
enemy

“All but war is 
simulation”



Pre-1697

Black Swan

Post-1697

The challenge of  modelling and simulating a 
world with unknown unknowns



Cruden
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Simulation Now - Land, Sea, Air, Anywhere





Military Access to Simulation
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Why Training Simulation?



Live & Simulation Based Training

Training Type 

X Y Z 

Trend 

Simulation 

Live 



HMS Queen Elizabeth F-35 Lightning Training

Forces TV



HMS Queen Elizabeth Flight Deck Training
RNAS Culdrose



Additional Realities

The real 
world

Reality Augmented 
Reality

Mixed 
Reality

Virtual 
Reality

Information 
layered over 

vision

Blend of real & 
digital information 
to enhance reality

Fully virtual 
world 



VR + Virtual Cockpit Interaction

BISim



Mixed Reality Visual System (MRVS)

BISim



US Army 
Troops to Test 

Augmented 
Reality in 2019

Global1 News Network (2 Apr 2018)



US Army Synthetic Training Environment (STE)
• One synthetic environment for training

• Incorporate the US Army’s one-world terrain project which maps the entire 
globe, both geographically and socio-politically

• Realistic Simulation to accurately represent current and future weapon 
systems

• Interoperation with Mission Command Information Systems (MCIS)

• Delivery of  Training to the Point of  Need (PoN)

• Integration with services / applications outside the gaming engine

• After Action Review (AAR) Tools

• Immersive Training via Virtual interfaces

• Scalability (40,000 to 2,000,000 entities)



US Army Synthetic Training Environment (STE)
MG Maria R. Gervais, Association of  the United States Army (March 18)



Data



Training Data Generators



People Analytics

2017 Deloitte Global Human Capital Trends - Rewriting the rules for the digital age

• Driven by the widespread adoption of  cloud HR 
systems, companies are investing heavily in programs 
to use data for all aspects of  workforce planning, talent 
management, and operational improvement

• People analytics, a discipline that started as a small 
technical group that analysed engagement and 
retention, has now gone mainstream



Personalised Data-Driven Learning

EDUCAUSE®



Stovepipes of  Data



The Price of  Data



Weekly 
warfighting & 

damage control 
exercises

www.youtube.com/watch?v=iNaRsFYSPP8

UK
Thursday 

War



What about “Digital Twins”?

Polarkonsult A/S



“Digital Twins” or “Digital Threads” or “Digital Siblings” or 
Simulation Based Acquisition…

Det Norske Veritas group



UK Vanguard Class SSBN – A “Perspex Twin”

1980s - 1/5th Scale Perspex Model Supported the Design & Build and Later, Refits



Industry 4.0

Industry 4.0 
Features

Boston Consulting Group



•Within Projects
•Across Projects
•Over Time

It’s all about Sharing Data & Information in 
Acquisition



What about Gaming?



Board Games 
and AI

AlphaGo (2016)



“AlphaGo Zero” (Oct 2017)

• The next DeepMind incarnation 
was “AlphaGo Zero”, with a new 
neural net design

• Trained in 3 days, no human 
intervention except Go rules

• Result:
• “AlphaGo Zero” beats “AlphaGo” – 100 to 0



AI Learning in Games/Simulation

Google DeepMind
(Atari Breakout)

Princetown University
(TORCS Racing Simulator)



AI and Strategy 
Games (2017)

Starcraft

1. A multi-agent problem

2. Imperfect information

3. Large & diverse action 
space 

4. Early decisions influence 
the game later



Quake III Arena‘s Capture the Flag and Deepmind’s AI (2018)

• In a tournament randomly mixing AI 
agents with 40 human players, the 
agents quickly learned to exceed the 
win rate of  human counterparts

• Human players rated the agents as 
more collaborative teammates than 
other humans



Unity Games Engine
Machine Learning Agents

AI Training



AI & Games Hardware Technology Synergies



• Online video game released Mar 17

• As of  July 2018, the game had seen over 125 million players and estimated to 
have earned more than US$1 billion in microtransactions

• The goal is to be the last player alive out of  100 by eliminating or avoiding 
other players

• Nearly all objects in the game can be harvested for materials (e.g. wood), to 
build fortifications, such as walls and ramps, which can be used for protection, 
to help move, or slow down progression of  other players

• In Fortnite, players have the option to spend money on in-game currency, 
called “V bucks,” which can be used to make in-game purchases. The 
currency is used to purchase cosmetic skins, dances, and pre-released game 
modes for their characters, which range from 200 to 2,000 V-bucks ($2 to $20) 
(but which do not affect game play).  Average spend $84.67 each player.

• Game refreshed through “Seasons” (now no 7)

Fortnite Battle Royale



Fortnite Battle Royale



• Epic Games exploits Amazon Web Services (AWS)
• Fortnite servers around the world to reduce ping
• 8.3m Concurrent Players
• Each month Epic deals with two petabytes of  data

Fortnite Cloud Hosting



• The ability of  an online 
video game to allow 
players using different 
video game hardware to 
play with each other 
simultaneously

• Games typically 
designed to be deployed 
on different platforms 
and gaming network 
protocols considered

Fortnite Battle Royale – “Cross Platform Play”



Still Some Way to Go

Tom Clancy's Rainbow Six: Vegas 
2



A More Autonomous Future?



Queen Bee Drone – 1930s/40s

nearly 400 built



Nothing New in the World?

Gaumont  British Newsreel (Reuters) - Wikipedia

RN High Angle Control System Fire 
Control Computer (1930s/40s)

Radio Controlled “Queen Bee” 
(1936)



Military Autonomous Systems

US Army 
Manned-Un

manned 
Teaming 
(MUM-T)

US Navy 
Autonomous 

Craft

US Navy

X-47B

US AFRL

“ALPHA”



Military AI



Current AI R&D Investment

CivilianMilitary



Alphabet 
(Google) 
Waymo

3 Million Real Miles (2016)
2.5 Billion Simulated Miles 

(2016)



Artificial Intelligence Technology Challenges

• Large volumes of  data are required, especially for modern neural 
net AI approaches
– Favours the large Tech companies and some Nations? 

• AI programs typically can only do one task
– "there is no neural network in the world, and no method right now that 

can be trained to identify objects and images, play Space Invaders, 
and listen to music“ (DeepMind)

• AI programs can be difficult to understand and verify after 
programming
– DARPA’s Explainable Artificial Intelligence (XAI) 

• Cyber Security and Privacy

• Ethical Considerations



Data Misjudgements

Google Street View



Paul M Fitts (ed) (1951)
Human Engineering for an Effective Air Navigation and Traffic Control System

• We suggest that great caution be exercised in assuming that men can 
successfully monitor complex automatic machines and take over if the 
machines break down.

• Engineers should seriously consider systems in which machines would 
monitor men and prevent them from making dangerous mistakes.



Seek the Optimum Human/Machine Blend

Humans & Machines working in Harmony 
Maximising the Strengths of  Both



Operational
Adaptability

People

Digital

Metal



The Human Component 
of  Warfare may change, 

but it will always be 
there, and we need to 

provide relevant, timely 
and cost effective 

training and education
Logic, Adaptability 

& Imagination



Convergence…

Training
Data &
 Tools

Operational
Data &
Tools



Questions?


